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Problem Statement

It is hard to know when a device on your
network has become Owned or
compromised.

The number of compromised systems grows
daily by Millions of nodes per day.

how do you unfuck this?



Defining Abuse

Sending [lots of] SPAM/UCE
Hosting open proxies
DDoS

Botnet C&C



ldentifying Abuse

BlackLists
DNS
Honey pots
Spam Traps

Botnet Sinkholes
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Visualizing Event Data

® Realtime Abuse Data
® BotViz tool

® Apparently useless but fun



Annotomy

® Controller Capabilities

® Socks Proxy

® VWeb Frontend

® Commands and Management

® Drop File Analysis

® w

® w

no, what and where

nat got compromized



Controller View

Location Edit VWiew Go Bookmarks Tools Settings Window Help
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Remark: dispayed only online socks (socks that was in online in last 20 minutes)
Remark: to copy IP or ID to clipboard press button "copy IP" or "copy ID"
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Current country selected: all
Current state selected: all
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SOCKS Proxy

Location Edit VWiew Go Bookmarks Tools Settings Window Help
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Other Capabilities

Location Edit WView Go

TRERSE# NG

Bookmarks Tools 5Settings

Window Help

-

— ':;'"" N Il

B Location: | & http:/fwww.yops.biz/uk/socks/bot/cmd.htm

Remark: in "SHELL COMMAND" do not use symbol " "
Remark: bots checks the next command each 5 seconds. Send next command after this time is left
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Analysis of Data
Gathered

793 uniquely compromised systems
17,195 data captures over 30 days

35,867 form logs (multiple per data capture)

100% MS Windows XP |E 6.0.2XX



Data Captured

remote address, time stamp, system
information

captured passwords for pop, imap, telnet
https posts, http{s} form data

File regex results (email addresses, ssn,
address book contents, urls with login info)



Effected Companies

® ea aol msn craigslist passport ebay
overstock postbank chase paypal zionsbank
virgin target yahoo wellsfargo verison t-
moble ml vangard fiedlity postini navyfcu
capitolone wachovia wamu speedpay ebay
paytax.nat.gov.tw citybank americanexpress
sprintpcs usbank esurance wallmart
ticketweb us.army.mil



Compromised
Information

54,926 login credentials / clear-text passwords

281 unique credit card numbers with address
and ccv

2,158 unique email addresses of your friends
[gathered from your address book]

299 ldentities (name, address, phone number)

better parsers could yield 4X more info, | didn’t
analyze url encoded data



Account Value

1,239 businesses effected (many in the US)
35 Brokerage

XX Bank Accounts

86 Bank Accounts

| 74 e-commerce Accounts

863 Porn Accounts

245 E-Mail Accounts



What is it worth?

® |dentities with brokerage with balance < 3K
$40 each >= 3K for $70 each. 35 accounts
estimated worth $2,450 income for the “bad

’»

guy



Trends and Statistics

Reviewed 10| Million events over 6 months
48M unique ipv4 address
Spans 12,452 of 19,000 ASN

Average rate of 267,489 new infections per
day.



Routed
Autonomous Systems

© Healthy ©® Infected



Poland 856,496 2%

Talwan 888,911 3%

Unclassified 937,942 3%

Japan 1,029,265 1%

118 Other Countries

4,840,107 14%

China 8,917,862 25%
United Kingdom 510,083 1%

Italy 319,858 1%
India 543,823 2%

Spain 1,073,024 3%

EU 4,903,317 14%
Brazil 1,330,111 4%

France 1,825,159 5%

Germany 2,076 499 6% USA 2,703,990 8%
Korea 2,137,954 6%
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Chinanet Backbone 221.220.192.0/18
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# observaions

Most Compromized Prefixes
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Prefix

221.220.192.0/18
W221.217.64.0/18
221.221.0.0/18
221.216.12B.0/20
Wm:21.217.128.0/18
221.220.12B.0/18
Wm221.221.192.0/18
61.51.64.0/1B
W6l1.149.64.0/18
£61.49.128.0/18
210.213.12B.0/18
221.218.12B.0/18
£61.49.192.0/18
221.218.64.0/18
222.252.32.0/19
221.216.0.0/18
Wm221.2159.128.0/18
221.219.192.0/18
221.217.0.0/18
221.220.64.0/18




Tools

e REACTD http://support-intelligence.com
® Micro Soft SNM

® Yahoo!




Gratis

Yahoo, MicroSoft
Spamaus, SORBS, SURBL, URIBL, et. al.
BGP: ISC (vixie) PCH (woody)
OpenDNS (hardware, disks)

FriendsNet (we owe alot-a-favors)



