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... and we believed it J

+ +
:::i jf; » Internet is a space of freedom
*++ « All opinions are allowed
-  Freedon for news
| » Nobody controls Internet
: * Neutrality R,
, e Anonimaty /\\m *
; » No Rules | ,
Fy * .... "~
++++\ NN 1

A S T S S A +*. Informatica 64

4+



FLOWER POWBR e -

= — +

+++'+' + ++++
A S T I S S o Informatlca64



-+ ++++}++ +++
A S T S S A +*. Informatica 64



and we managed as cultured people

+t

: + +
+ +
‘ Si envian mensajes en HTML, hay tabla.

+ -+
+ Si hacen Top-Posting, hay tabla.
M
-y

Si envian SPAM, hay tabla.
Si envian un Off-Topic sin "OT:", hay tabla.
Si escriben en mayusculas, hay tabla.
Si escriben a o h4x0r, hay tabla.
Si escriben con 'q’ o 'k’, hay tabla.
| - Si se desubican, hay tabla.
Si el subject no es descriptivo, hay tabla.
Si envian attachments, hay tabla.
Si escriben mas de 80 chars por linea, hay tabla.
Si usan un enconding raro, hay tabla.

S Y si preguntan por esto, hay tabla.
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But them.... )
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We don 't like you! J

We are currently under another DDOS

attack.

1104 FM Nowv 30th, 2014 via web Responder Retwittear

£ wikileaks

memny VVikiLeaks ++
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We don't like you!
+itr

+
' + T
+
4+t j + Wikileaks kicked out of Amazon's cloud - BOYCOTT AMAZON

+ Krop | 01.12.2010 21:24 | Other Press | World
‘4

-

Amazon ook less than a day fo bow lo pressure and sfopped hosting Wikileaks. The best
response s to boycolt Amazon in response.

The Wikileaks website migrated to Amazon's cloud hosting semice yesterday after being hit by a
distributed denial of service (DDoS) attack. Amazon decided to discontinue sening the controversial
website this morning in response to pressure from critics, including prominent members of
Congress.

-

+ Wikileaks has received significant attention over the past week after publishing thousands of
confidential diplomatic cables between the US State Depatment and embassies around the world.
\ The documents, a portion of which are classified, expose US intelligence gathering efforts and
} details about sensitive foreign policy issues. The response from various US government officials has +
ranged from panic to outrage.
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We don't like you! J

,t
o WikiLeaks,org domain killed by US
everydns.net after claimed mass attacks
| KEEP US STRONG
} https / / d_onations.datacell.com /
' £ ) wikileaks *
mecpuney VVikiLeaks }
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We don't like you!
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After PayPal, MasterCard Dumps Wikileaks

== m Comments (3)

& Print = Email (& Order Reprints Text Size + -
t | .
By Privanka Banerjee | December 7, 2010 6:34 AM EST
! After Paypal and Swiss authorities closed the Wikileaks' accounts, Mastercard has followed suit and
refused to provide financial services to the whistle-blower website.

“MasterCard is taking action to ensure that Wikileaks can no longer accept MasterCard—branded
t products,” said a spokesperson for MasteCard Worlwide, according to the CNET website.
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HBGary Ownage J

e Backdoors: IE N
— Task By 12 monkeys *

e Fake FaceBook profiles

+
N « Viral propaganda on Intenet + yol 44
' Py

+
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Internet has weaknesses J

+tre
+' N er etwork connections
* ¢+ —Great Wall Firewall in China
+" " _BGP Attack in Egypt
' * DNS systems
} — Wikileaks.org

— Rojadirecta.org
t e Laws, ,
X — Every Country +
+*+Wl Laws , ;:
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How to shout you off ?
it

+ T +i + GOAL: To disconnect your audience.

AR + +" HOW?

‘ t ! | — Taking the root off

+ * (owning the system)
— Making it unavailable

| . D.OS.

— Making it unlocalizable
e Closing the domain name

 Blocking service accounts
— Facebook

+ — Twitter '

i — Google...

’r * Infosec war (Banning from web searchers)

. — Throwing on it the law .
+ *+ + ¥ + +
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Some fixes: OpenNIC

VA ni

Fegister a domain:

Home

-

Main Menu

Home

Start Here

FAQ

The News

+ Web Links
News Feeds

Forums
¥ Public Tier 2 Servers

.bbs free fur .geek .gopher andy ang null 055 .micro

search...

OpenNIC

Welcome to OpenNIC

CpenMIC (a.k.a. "The OpenNIC Project”) is an organization of hobbyists who run an alternative DNS network.
COpenMIC is owned and operated by the OpenNIC community. Membership is open to all who share an interest in
keeping DNS free for all users. Cur goal is to provide you with quick and reliable DNS services and access o
domains not administerad by ICANMN.

OpenMIC provides resolution to all ICANN domains as well as OpenMIC's own TLDs:

.geek, free, bbs, .parody, .oss, .indy, ur, .ing. .micro, .dyn and .gopher
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Some Fixes: P2P DNS

+-

-4

Dlstrlbuted DNS system P2P Dns
o7 Author: pepdns [ 2010-11-30 [ Category: P2P

Distributed P2P DNS
A small tweet turned into a lot of interest.

We haven't organized vet, but trving to. The background for this project is that we want the internet to be
uncensored! Having a centralised system thatcontrols our information flow is not acceptable.

BEv using existing technology for de-centralisation together with already having a crew with skilled
programmers, communicators and network specialists, an alternative system is not far away. We're not geing to
re-invent the wheel, we're going to build on existing technology as much as possible.

There will be a press release shortly with more details.
If you're interested in talking to us, we're at the IRC channel #dns-p2p on EfNet. t

£ 162 Responses Leave a comment... [5 Comment Feeds +
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Workarround&

fo

Language selection
EENLl

Main Menu

¥ Home

¥ What is Osiris

k) Citations

k) Download

¥ Our sponsors [ Donation
k) Contact us

k) Isis

Home

“OsSIris

:-l-'k. | Lc'lut-':-,-"t [em

OSIRIS CMSJ

serverless - anarchist - anonymous - unbreakable

Osi

1 anarchiz & una forma of sogets dove tendenmaimente 5 annulerehbe
qualsEs forma of auforits imposta: af anarchic credono nels canadts
natfurale delfvomo of autoregolarsl in socetd. [ Bsisfenza df regole e
corvenzions socal nefanarchis non € esdusa 2 prior 2 patio che le
regole e le convensiand vengano fberamente determinate e aoceftate
dalls comunits inferessata e non ragoresenfing unimposmone deqvante
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But, what happend if you... J

MICHAEL DOUGLAS

FALLING DOWN

The adventure of

an ordinary man

at war with the

everyday world.

7o\ /% ATale of Urban Reality.
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Watch out what you say...

L

Blogger Content Policy

Blogger is a free service for communication, self-expression and freedom of speech. We believe Blogger
increases the availability of information, encourages healthy debate, and makes possible new connections
between people.

We respect our users’ ownership of and responsibility for the content they choose to share. It is our belief that
censoring this content is contrary to a service that bases itself on freedom of expression.

In order to uphold these values, we need to curb abuses that threaten our ability to provide this service and the
freedom of expression it encourages. As a result, there are some boundaries on the type of content that can be
hosted with Blogger. The boundaries we've defined are those that both comply with legal requirements and that
serve to enhance the service as a whole.

Content Boundaries

Our content policies pl3 aints 3 " . Please respect }
these guidelingf. From time to time, we may change our content policies so please check back here Balso, please }

note that when applying the policies below, we may make exceptions based on artistic, educational,

documentary, or scientific considerations or where there are other substantial benefits to the public from not +
taking action on the content.
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If you have nothing to hide therefore you
have nothing to fear )

t

... until we change the policy .
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Watch out what you say... )

Hate Speech: We want you to use Blogger to express your opinions, even very controversial ones. But, don't cross

the line by publishing hate speech. By this, we mean content that promotes hate or violence towards groups

based on race, ethnicity, religion, disability, gender, age, veteran status, or sexual orientation/gender identity. \
For example, don't write a blog saying that members of Race X are criminals or advocating violence against

followers of Religion Y.

Crude Content: Don't post content just to be shocking or graphic. For example, collections of close-up images of
gunshot wounds or accident scenes without additional context or commentary would violate this policy.

Violence: Don't threaten other people on your blog. For example, don't post death threats against another person
or group of people and don't post content encouraging your readers to take violent action against another person
or group of people.

Copyright: It is our policy to respond to clear notices of alleged copyright infringement. More information about
our copyright procedures can be found here. Also, please don't provide links to sites where your readers can
obtain unauthorized downloads of other people’s content.

Personal and confidential information: 1t's not ok to publish another person’s personal and confidential

information. For example, don't post someone else’s credit card numbers, Social Security numbers, unlisted phone

numbers, and driver's license numbers. Also, please keep in mind that in most cases, information that is already

available elsewhere on the Internet or in public records is not considered to be private or confidential under our

policies. t

Impersonating others: Please don't mislead or confuse readers by pretending to be someone else or pretending
to represent an organization when you don't. We're not saying you can't publish parody or satire - just avoid +

content that is likely to mislead readers about your true identity.
s
lllegal activities: Don't use Blogger to engage in illegal activities or to promote dangerous and illegal activities.

+
For example, don't author a blog encouraging people to drink and drive. Otherwise, we may delete your content. ¥ +
Also, in serious cases such as those involving the abuse of children, we may report you to the appropriate

authorities. + -

+
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Your RSS is under survilliancey
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From blogger to reader J

+:7
++ 4! + o Domain name
" t + — Browsing the web

* RSS Suscriptions
— Readers connected to the XML Feed
e Author?

— Blogger system account

-

* — Domain name
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FeedBurner

+:10

+ 7 + M
+ . Un informatico en el lado del mal Google feedburner
+ ++ + E) [5) EditFeed Details... | Delete Feed... | Transfer Feed...
* | Analyze || Optimize || Publicize | Monetize || Troubleshootize | @ My Feeds
=
L VIEW Feed Stats Dashboard March02
i Feed Stats 20,000 3,000
Subscribers ,\/’_\’W_
{ tem Use 10,000 1,500
Uncommon Uses
} Map Overlay: [Feb 1, 2011 [Feb 8, 2011 [Feb 15, 2011 [Feb 22, 2011

Moved to NEW location

Export: Excel * C5V Earn money from all that traffic up there! Your posts pay off with relevant ads from AdZenze.

| SERVICES Wednesday, March 2, 2011 1

Configure Stats +

f * 10,678 subscribers @
v +

+
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It they close your blog?
+t

+ ; +-* If blog is taken down you can change the
+

-+
*y feed, but if you got the feed with them..
f 4
+ - g —
Un informatico en el lado del mal Google feedburner
) (=) Edit Feed Details.. | Delete Feed... | Transfer Feed...
I
You should not change "Original Feed" unless you move your original feed to a new domain or a new
} location on your existing server. Also, changing "Feed Address” will require you to update your feed
subscribers with your new address; the previous feed address will no longer work.
t
Feed Title: |Un informatico en el lado del mal {Helps you identify your feed)
+ Original Feed: |http:a"mmm'.r.elladodelmal.com-'feeds!posts!default' (Feed published on your site) '
) Feed Address: http://feeds. feedburner.com/ [ElLadoDelMal rrour FeedBurner feed) t
! +
Save Feed Details

or cancel and do not make these changes + -
t t
t
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Silence... Calm... J
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DUST: Redundant Feeds by Hitp & P@

; *RSS Feed PGP-signed by P2P.
+

~* RSS Feeds reader from a source
— Hittp (multiple-ones)
— P2P (multiple-Public PGP Keys)
* Republish of content
— RSS Feed

* — Just posts or comments +

+ cot
++ + + + + +
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DUST: Redundant Feeds by Http & P2P

+t
+ ;q 'RSS Feeds are PGP-signed
+

ty — From the web
+! e To create another communication channel.
e From Internal severs:
— your own computer blog system Local files

o Any XML RSS Feed in disk.
* e Any sent-by-email RSS feed.

+ t
1

. (Not a public IP addres to be DOSed nor a +

+ MO be closed)
4 *+ + +

+++'+' + ++++
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DUST: Redundant Feeds by Http & P2P

+++ + o+ " [&ous [ESEEN X

+ + + -+~ @? Publish &% Publishers @ Downloads % Subscribe % Configure (@ Help \
4+ |
+

+ + £, Add Publisher
+ £L  Publisher name g5 Public key I_,—J Private key
¥ + . Chema Alonse Yes Yes
-+ Seguridad Apple Yes Yes
Informaticabd Yes Yes
Seguros con Forefront Yes Yes
' SecurityByDefault No No
i El Lao del Mal Ala. No :

Import public key

-

Import private key
Export public key
¥ Export private key

Remove Publisher

o
+ <description ci:type="html"> t
&lt;div ali@:justifyagt;kkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkl ‘l‘
t Fublicado en £lt;a href="http://www.elladodelmal .com™&gt;Un informatico en el lado de
+ Suscribete al £lt:a href="http://feeds.feedburner.com/ElLadoDelMalagtcanal RSS5z1lt:/ +
Ma=:

s \\\\\\\\\\ £lt;a href="http://www. puntocompartido.com/blogshare™sgt; Punto Compartidoslt;/aszgt:
' — : "
< /description>

glt;a href="http: /@ rE2gl: vl
src="h1:t +
byl 4 s ,
+

+ 4 glt;/divegt; &lt;img +
; }
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DUST: Redundant Feeds by Http & P2P

SR i.!

& Publishers @ Downloads & Subscribe % Configure @ Help

£, Add Publisher

I £ Publisher name &5 Public key " Private key ) Published blogs

Informaticab4 Yes Yes 4 Un informaético en el lado del mal (from file)
' Se cierra la venta Reserva el tuyo - noreply@blogger.com (Maligno)
Calendario para Marzo - noreply@b] B
r ol - i
New Blog g Maritén tu sistema al dfa o entrégald Update "Calendario para Marzo - noreply@blogger.com (Ma ...

Mantén tu sistema al dia o entrégalc View "Calendario para Marzo - noreply@blogger.com (Ma ..."
Default Passwords Adelante por favor - norepiy@blogger.com (-Maligno)
ElLadoDelMal| FOCA 2.6 is out! - noreply@blogger.com (Maligno)
Please enter the feed URL: Defconl9 Call For Fiesta - noreply@blogger.com (Maligno)
Balada triste de The Sur - noreply@blogger.com (Maligno)
RootedLABS y RootedCON 2011 - noreply@blogger.com (Maligno)
Or select 3 xmi file: [ Select ] Noviembre 2010 - noreply@blogger.com (Maligno)

Channel name:

http://feeds.feedburner.com/ElLadcDelMal

Chilsers\Alexd, Desktopt DUST\Salida\demot\ElLadoDelMal.xml

| oK | | Cancel |

¥
+ t ot
bele + gt

+
.|.
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DUST: Redundant Feeds by Hitp & P@
+ ++ y : |
+ +.

8 ‘Feed is distributed by P2P networks

+t _poc Right now only in GNUTella (serveless)

| « Different methods

' — Feed RSS with linked pgp-signed files

— Feed RSS with embbeded files

— Only posts with embbeded dfiles v

+ cot
++ + + + + +
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DUST: Redundant Feeds by Hitp & P@

-

+ j*t“Anyone can re-publish the RSS Feed

! t * o Anyone can re-publish posts

T Anyone can follow a chanel of a PGP Key
e Everybody shares downladed feeds

* e Anyone can re-sign the information
4 — Multiple files (File Pollution) *

-+ ++++}++ +++
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=
+ ¢
+ Subscribing to a Blog g
+ -+

+ Feed subscription

+ -
+ Feed URL  http://feeds.
-
! Dust subscription
Channel (Optional):  FlladoDelM:

Select Publisher:

[Subscribel [Cancel]

DUST Subscripcion a Feeds R J

- HTTP Suscription
- DUST Suscription
- A clave PGP

- A clave y Canal

t
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DUST. RSS Feeds Reader

-
& DUST

—_

& Publishers ‘y Downloads ﬁ. Subscribe % Configure @ Help

[ Add Blog

My subscriptions &2

ElLadeDelMal
4 Uninformatico en el lade del mal

| Dust First Blood |

Se cierra la venta Reserva el tuyo

Calendario para Marze

Mantén tu sistema al dia o entrégalo al enemigo (2 de 2)
Mantén tu sistema al dia o entrégalo al enemigo (1 de 2)
Default Passwords Adelante por favor

FOCA 2.6 is out!

Defconl9 Call For Fiesta

Balada triste de The Sur

RootedLABS y Rooted CON 2011

La ciberguerra del rootkit, la caricatura y los agentes secretos de Facebook
Obsesion

The BuildBot

Post HackCON #6

HBGary y el correo electrénico

Spot the Fed

DigiFOCA parte 2

Regala Carnisetas solo para Hackers

Presentaciones de alto impacto

Whitepapers y dispositives moviles

Gira Up Te Secure 2011 Presentaciones

Otros Canales de Comunicacion

SeguridadWireless.net y la publicacién del patrdn de claves WPA de las redes WLAN_ OGO y JAZZT
Dust RSS Una breve introduccién

Entrevista a Nico Waisman de Immunity

4

1 k

Hola amigos enRooted, espero que los gue estéis ali en las conferencias lo estéis
pasando genial v os estéis divirtiendo de los lindo [SPAM: No olvidéis comprar
vuestra camiseta de la FOCA!] con las charlas de la jornada de hoy, con los
amigos de las conferencias ¥ con la cresta que se ha puesto "va-sabréis-quién-de-

Leon" }2)

Mientras vosotros andais por alli, en Informatica64 estamos apretando los dientes para
que DUST esté presentable para la sesion. Esta sera la primera vez que lo dejemos
ver, al ignal que la FOCA 2 fue vista por primera vez hace un afio alli, hemos querido
que este afio en la Rooted hubiera alguna charla nueva, conlo que estamos corriendo
para que este a tiempo. Es decir, estamos en la fase esa que todos conoceis de: "; Por
gué cofio da ese error? En mi equipo funciona!"”

No obstante, quiero dejaros un par de capturas para que vayais abriendo boca sobre
lo que veréis en la RootedCON mariana a las 13:00 horas v mego podréis leer en
el blog.

=)
@ Publish &:5 Publishers @ Downloads %Suhscrihe %Conﬁgure [0. Help

W DUST

& Add Publisher
£ Publisher name & Publickey [ Private key
Chema Alenso Yes Yes
Sequridad Apple Yes Yes
Informaticabd Yes Yes
Seguros cen Ferefront Yes Yes
SecurityByDefault Ne Ne
| El Lao del Mal (YR No 1

»
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- DUST J

+'3 *AUtomatlcly detect redundant sources y the
Yy XML file of the RSS Feed.

' HTTP -> New URL to download copies.
| — DUST -> New P2P/PGP channel

1

e Automaticly import sources from Google
Reader

t

— Easy to migrate '

} +++++*++++
++ + + + + +
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DUST. Meanwhile ...under the hood

++++++:'
+ ¢

4+,

+ ++ +

fy
-

-

@ Publish & Publishers ‘y Downloads ﬁ’ Subscribe %‘ Configure @ Help

ﬂ Canmect

‘,ﬁ‘ Disconnnect ¢ ) Download  Connected

=101 x|

Filename seached in P2P red

EElLadDDElmalQD 110204055108932-e0f5562728d4354e. ..
35db9831bc2d57 13342228 138245755 1f0 2dcee. gif dust
554f6e3b22313ed31b502abbaecs 3d45 19426952, gif. dust
6a7alSeTec7ab3 1441465965 7d0 1766095 10240, aif dust
41d278a4246854492576 16 1 1dbFed Sedc 3dcdec3c.aif dust
68397372450 102 7dccTe 32 706 7b4394adf 12b 2. gif dust
edd72f1a7c24d 7ac04f Taa4c4cd 3884734 7ccans. aif dust
e2e 346425280346 1eeeth 1db 70928 Ffd 3b 2. aif dust
ed57ccdohcas 13%9ecacs AdfOff 71228881356 2284, gif dust
4120540f73b7389656f8205ededSefc 28c4a 598f 1. gif dust
ad57b0bab24aa6 Fde 76 3d85c7bofbasddoaSat 3ab. aif dust

Lanaalanasan-d4asddororfd e rfroconl arnomn o8 .1

152,
192,
192,
192,
152,
152,
192,

192,
152,
192,

I =f| 1P Address I =] size I Progress | L7 Signed -
168.1.91 99432 I o= by CHinea
168,121 20 I -ior=c by CHmes
168.1.91 1044 I -ior=c by CHmes b
163.1.91 1092 I o= by CHimea
168.1.91 1130 I cioncc by CHmea
163,191 1120 I o= by CHmes
163,151 1101 I o by CHmes

,168.1.91 1040 I - Dy CHmea
163.1.91 1044 _ Signed by CHmea
168.1,91 20 I -ior=c by CHmes

2 v d
L —edby CHre2 | (o

amn

Files shared in this computer

A

13 1P Address |,ﬁj Paort |

073c3f3fc359 1c8c475 1b30577f0c 104482 23542, jpeg. dust
0758ed%c4d 132ce42260fbe00 14bd 11017123 106, jpeg. dust
0c0293b7979e92c9fcbdf3b49c5250bfbdc8 19e. gif dust
1c80204ad32d 3932000 3bas 33 10de 1329872227 gif dust
2758625290ef3551392731570c4f0b33546373 20, aif dust
29d 16520286 2fb9600ch306 1045 1543 2c 7966 3 2b. gif dust
358553 7d780ff4ca 2dcSa53adeto 3Mf53efe 79e, jpeg. dust
35db9831bc2d57 13342228 138245755 1f0 2dcee. gif dust
4120540f73b 7396561520 5edeaSeft 2304 5931 1. aif dust
41d278a4e4685442976 16 1 1db7er SAdc 3dcBec3c.aif dust
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DUST: under the hood )

+itr

+ ;-ﬁfZP connections
+ 4+ Seraching using GNUTella
+

+

+"  — SHAI1(Public PGP)
| — Channels/PGP

o Size limits
e PGP checks
o If rogue node then jump!

1

t

s e XML files are server via Http

1

| « Port configuration T

' —e_Shares all downaladed feeds e
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Demo J
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DUST is in beta, but needs usely

+ +
+ T . - -
+ ;-@et s do something cool for social-media-
+ 4+ victims...
+t
+ . }
} The Adult Search Engine +
$

$ +
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DUST. Services J

++f’ Send us your PGP-signed RSS feed and we

-

republish it on P2P network

. Read a feed, and share it via DUST

e Dust is in Java, help us to improve it.
e Open Source

e Let’s contol our channels...

+
++++ b +

et . syt . + " Informatica 64



Gracias! )

+ o Chema Alonso
o Algjandro Martin

-

e David Luengo
 Ignacio Briones
t o Alejandro «para» Nolla *
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