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$ whoami

@adam_baldwin
Co-Founder of nGenuity
Pentester of webs
evilpacket.net
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WTF is DVCS
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Objectives

|[dentity web accessible repos

Pillage as much info as possible
fldl

Profit

THRIVING on VAGUE
= OBJECTIVES
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Alexa top million sites

GIT: 1498 repos
HG: 312 repos
BZR: 235repos Sl

BZR
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Repo ldentification

GIT. .git/HEAD
HG: .hg/requires
BZR: .bzr/README

http://fexample.com/.git/HEAD
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http://example.com/.git/HEAD
http://example.com/.git/HEAD

¥) WS3AF Plugin

Scan config | Log | Results || Exploit

Profiles Target: \ Insert the target URL here

empty_profile Plugin Activ |
OWASP_TOP10 dnsWildcard

audit_high_risk domain_dot fFindDVCS
bruteforce dotNetErrors

Fast_scan fFavicon_identification

fFull_audit findBackdoor

Full_audit_manual_di findCaptchas

web_infrastructure findGit

findvhost This plugin search for evidence of git, hg or bzr metadata in a directory.
For example, if the input is:
- http://host.tld/w3af/index.php

# fingerBing
# fingerGoogle

The plugin will perform a request to:
Plugin  Active - http://host.tld/w3af/.qit/HEAD
> output @ -or

- http://host.tld/w3af/.hg/requires
-or
- http://host.tld/w3af/.bzr/README
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Cloning
0. Check for dir browsing
1. Get predictable files

2. List repo files
3. Download references to files
4. Restore the repo (if possible)
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Pillaging

Platform details (.php, .cgi, etc)
Downloadable files (.old, .sql)
Source Code

Credentials / Certs / APl Keys
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Pillaging ldeas

.sql / .sql.bz2

.pem

config

.bak

.sql.gz

Xls / xlsx

ani

.cfg

tar / .tar.gz

.doc / .docx

.sh

export

htpasswd

private

.gbw / .mny

backup

id rsa

.pst/ .ost

confidential

dump / .dmp

id dsa

settings

.CSV

Xt

Thanks to @flirzan & @quitlahok for some of these!
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Montage Of fail
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#TWITTER OAUTH
if (ldefined("TWITTER_CONSUMER_KEY™))

{
define("STEAMAPIKEY"," ");

| [ ]
define("TWITTER_CONSUMER_KEY","HEK6Q5g371Y821rYi2dz0w"); (/‘ A r ”
define("TWITTER_CONSUMER_SECRET"," IS ‘
"
o

define("TWITTER_QAUTH_HOST", "https://twitter.com");

define("TWITTER_REQUEST_TOKEN_URL", TWITTER_OAUTH_HOST."/oauth/request_token");
define("TWITTER_AUTHORIZE _URL", TWITTER_OAUTH_HOST."/oauth/authorize");

define("TWITTER_ACCESS_TOKEN_URL", TWITTER_OAUTH_HOST."/oauth/access_token");
define("TWITTER_PUBLIC_TIMELINE_API",TWITTER_OAUTH_HOST."/statuses/public_timeline.json");
define("TWITTER_UPDATE_STATUS_API", TWITTER_OAUTH_HOST."/statuses/update. json"),

define('0AUTH_TMP_DIR', function_exists('sys_get_temp_dir') 7 sys_get_temp_ : realpath($_ ENV["TM '1));

define('FACEBOOK_APP_ID',"11748265: "Y; <" ' e )0 0
define('FACEBOOK_SECRET'," s I‘
define( "MYSPACE_CONSUMER_KEY',"9721a327b52b42c68c636640ce8386b0");

define('MYSPACE_CONSUMER_SECRET", 7240098cf19f797e55a35b");
define("MYSPACE_QAUTH_HOST", "https://api.myspace.com");

define("MYSPACE_REQUEST_TOKEN_URL" ,MYSPACE_OAUTH_HOST."/request_token, _ n
define("MYSPACE_AUTHORIZE _URL" ,MYSPACE_OAUTH_HOST."/authorize"); e .
define("MYSPACE_ACCESS_TOKEN_URL" ,MYSPACE_OAUTH_HOST."/access token") J

define("MYSPACE_UPDATE_STATUS_API" ,MYSPACE_OAUTH_HOST."/statuses/update.json");

define("GOOGLE_CONSUMER_KEY", ); @ —-— ”
define("GOOGLE_CONSUMER_SECRET","abZIUBnULU D HE ‘
a a /)

define("GOOGLE_OAUTH_HOST","https://www.google.com");
define("GOOGLE_REQUEST_TOKEN_URL",GOOGLE_OAUTH_HOST."/accounts/QAuthGetRequestTokenZoauth_callback=".urlenc
ode("http:// ‘global/google_auth.php")."&scope~".urlencode("https://www.googleapis.com/auth/buzz"));
define("GOOGLE_AUTHORIZE_URL","https://www.google.com/buzz/api/auth/0AuthAuthorizeToken?callback~".urlencod
e("http:/7 ‘global/google_auth.php"));
define("GOOGLE_ACCESS_TOKEN_URL",GOOGLE_OAUTH_HOST."/accounts/0AuthGetAccessToken");
}

7>




fadmin/data/csv_export/bankdaten_ .CSV

The serverwww.' = 443 requires a username |
and password. The server says: www
.~ :ooladmin.

The site's securit

_ User Name:
You attempted to reach www. / — ‘ e lr e
computer's operating system. Thi Password:

rely on for identity information, or

you have never seen this warning ( Cancel ) ( Log In

. - \ /

( Proceed anyway ) ( Back to safety )

-ﬂ- Ny - From the Terminal — bash — 108x28

~/hgpillage/w s v 0 8 W iy /admin/data/csv_export$ls

-

bankdaten_+ * W & bo.csv
~/hgpillage/ss st e o 0 W Wl iy /admin/data/csv_export$\

> head -5 bankdaten_.® + W o Lo.Ccsv

"3000";"Felicity";"maria gato";"Dresdner Bank Hilden";"# = s ";"30080000"
"3002";"Die Kleidmanufaktur";"doris ivanschitz";"Postbank Essen";" & & & = ':"36010043";
"3003"; "PerfectEvent"”;"Mechthild Anfang";"Volksbank Minster";"s -« «-";"40160050“;
"3004" ; "SAGT JA Hochzeitsplanung";"Katrin Glaser";"Cronbank AG";" * & ";"50530000";
"3008" ; "Brdmer MaRbekleidung";"kathrin brdmer";"Sparkasse Erlangen""' " "76350000"
~/hgpillage/se il e o & W Wil iyt /admin/data/csv_export$)

Nohe




N -Yale
| #!/bin/sh

DBHOST=debpie
DBUSER=hees

DBPASS=
DATABASES="nuke handy _
#DATABASES="nuke handy"

Datahase Passwords =" ™ ™

do

sed -e "s/#.*$//g'"
done

®NO ~ backup.sh

#!/bin/sh

date="date "+%Y-%m-%d""
started="date’

echo "Started: ".$started
echo "Ended: ". date’




Stinky-Dingus:gitshort adambaldwin$ ./search.sh list id_rsa
0 o ok k | e — g o ..com 0 o kK

config/ec2tools/id_rsa- + w-ec2-keypair
config/ec2tools/id_rsa- +  w-ec2-keypair.pub

FEEE WWW. (0 e com RREx

config/id_rsa

config/id_rsa.pub
config/templates/« «+ v /home/+ «+ . /.ssh/id_rsa.erb

htpasswd —> =

«+ +:6PDUHPTsrmyUcC




o Customer
oo [nvojces

Payment To: - L DATE: 1/15/2011
CHECK# ACH

Dates Revenue Share |Revenue Pending *|] Amount Due

11/1-11/30 $3,885.39 $3,885.39

11/1-11/30 $3,286.1(_)| $3,286.104

$7.171.49 | $0.00 | $7.171.49
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https://github.com/ngenuity/DVCS-Pillage

Pillaging DVCS Repos // DEFCON 19 // @adam_baldwin


https://github.com/ngenuity/gitpillage
https://github.com/ngenuity/gitpillage

@ nGenuity

Questions?
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