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The Aurora Attacks — 5 Unprecedented Changes

"We have been briefed by "
Google on these allegations, L&
which raise very serious
concerns and questions,"

/4

to Chinese
authorities to conduct a
thorough investigation of the
cyber intrusions that led

She. said. to the Google to make this
Chinese government for an

o announcement. We also look
explanation.

Source: Network World: 13 Jan 2010
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for that investigation and its

results to be transparent."
Source: Washington Times: 21 Jan 2010

"It was a very open and candid conversation. We agreed
we would continue this conversation in the context of our
ongoing dialogue."

Source: France 24: 28 Jan 2010

Foreign Minister Yang Jiechi
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The Stuxnet Attacks

SIEMENS

Industrial Control Systems (ICS)

@ Supervisory Control
and Data Acquisition

SCADA ATTACK

24

source: Vanity Fair Apr 2011

'/

o

VERISIGN



Source: \Ianitv Fair AIII‘ 2011
The Stuxnet Attacks

Weltram o i

yarbak

Sanlurfa

Gult of
Oman

Masqat

\,r':d:?iafj M

, —— \
(Mecca)

(v

VERISIGN

25



The Stuxnet Attacks
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Source: ISIS Feb 13 2011
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Source: Washington Post Feb 16 2011

/4

Stuxnet Timeline

UNITED NATIONS

1000 Centrifuges Dismantled

EEEEEEEE



Source: Washington Post Feb 16 2011

'/

Stuxnet Timeline

a;wi | v’ Symantec.

INSTITUTE FOR SCIENCE AND
INTERNATIONAL SECURITY

ai

1000 Centrifuges Dismantled
2 Attacks

| | z° " | |

2009 2010 2011




The Stuxnet Attacks
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The Stuxnet Attacks
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The Stuxnet Attacks
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The Stuxnet Attacks — Why Sophisticated?
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The Stuxnet Attacks — Why Sophisticated?
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The Stuxnet Attacks — Why Sophisticated?
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Stuxnet Timeline

SIEMENS

Industrial Control Systems (ICS)

@ Supervisory Control
and Data Acquisition

SCADA ATTACK

VirusEBlokAda

source: Vanity Fair Apr 2011

'/

Stuxnet

2009

41

2011

o

VERISIGN



Source: Vanity Fair Apr 2011
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Stuxnet Timeline
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Source: Secure List Jul 212010
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Source: Washington Post Sep 28 2010

Stuxnet Timeline

30,000 Iranian Computers infected

Hamid Alipour
Iran's Information Technology
Company Deputy

UNITED NATIONS

Source: The Economist Sep 2010
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Source: NTI Nov 23 2010
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Source: NYT Nov 23 2010
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Source: NYT Jan 15 2011
Source: ISIS Feb 15 2011
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Cyber Security Disruptor
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Disruptors: DNSSEC & IPv6
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