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/* The domain names Facebook phones home with, lowercased. */
const DOMAINS = ['facebook.com', 'facebook.net', 'fbcdn.net']:

‘|I"#

Determines whether any of a bucket of domains 1s part of a URL, regex free.
* )
function isMatching(url, domains) {

const DOMAIN_COUNT = domains.length;

for (var 1 = 0; 1 < DOMAIN_COUNT: i++)

1f (url.tolLowerCase().1index0f(domains[1], 7) »>= 7) return true;
{f A valid URL has seven-plus characters ("http://"), then the domain.

}

{* Traps and selectively cancels a reguest. */
1f (l!lisMatching(location.href, DOMAINS)) {
document . addEventListener( 'beforeload"', function(event) {
1t (1sMatching(event.url, DOMAINS)) event.preventDefault();
}, true);

1
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Al 08i8 Facebook helps you connect and share with the people in your life.

I\ The page you requested was not found.

=
You may have clicked an expired link or mistyped the addrezs. Some web addreszes are case
Tenzitive.

s REeturn home
s o back tothe previous page

Mobile « Find Friendz « Badges - People - Pagesz - About - Advertizing « Create a Page - Developers - Careers - Privacy
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Google

404. That's an error,

The reguested URL /prooflarrycaresaboutprivacy was not
found on this server. That's all we know,

Source: http://www.google.com/prooflarrycaresaboutprivacy
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A Reverse-Tracking Spider
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1. Make a list of the most popular sites

2. Crawl each site to a link depth of one




. Make a list of the most popular sites

. Crawl each site to a link depth of one

. Extract every third-party domain from the style sheets,
scripts, iframes, and images on the pages




1. Indexed 1,000 sites




1. Indexed 1,000 sites

2. Analyzed 201,358 pages




1. Indexed 1,000 sites

2. Analyzed 201,358 pages

3. Identified 6,926 third parties




Domain Services Sites Prevalence
facebook.com Facebook 331 33%
google.com Google Buzz, Custom Search, FeedBurner 246 25%
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baidu.com Baidu ProTheme, Union l
flickr.com Flickr (Yahoo)

wordpress.com Automattic 51
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youtube.com YouTube (Google) 11%
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fbcdn.net Facebook 10%
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feedburner.com FeedBurner (Google)
baidu.com Baidu ProTheme, Union
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Domain Services sites Prevalence
googleapis.com _“.Gnngie APIs ._ 228 _".23%
googlesyndication.com Google AdSense 222  22%
google-analytics.com | Google Analytics | |
doubleclick.net | DoubleClick (Google)
googleadservices.com Google AdWords |
scorecardresearch.com ScorecardResearch (comScore)
quantserve.com Quantcast |
addthis.com ~ AddThis

adobe.com | Adobe Flash

amazonaws.com | Amazon Web Services
207.net | Omniture (Adobe)




Domain Services ~ Sites ‘:_’Frm_rﬁl]ﬁnﬁa
facebook.com | Facebook | 331 | 33%

google.com Google Buzz, Custom Search, 246  25%
 FeedBurner

twitter.com | Twitter 197 20%
youtube.com YouTube (Google) 109 11%
gg.com | Tencent QQ | 68 | 7%
baidu.com Baidu ProTheme, Union 63 6%

flickr.com | Flickr (Yahoo) 57 6%
wordpress.com Automattic 51 5%
gravatar.com | Gravatar (Automattic) | 50 | 5%
yahoo.com Yahoo 46 5%
photobucket.com | Photobucket 45 5%




- 350 services get at least 1% of our browsing activity
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- 350 services get at least 1% of our browsing activity

- 33 get at least 5%

- 16 get at least 10%




Tracking the Trackers
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Internet users tap Facebook Inc.'s "Like" and Twitter Inc.'s "Tweet" buttons to share content with
friends. But these toals alsa let their makers collect data about the websites people are visiting.

Thesze so-called social widgets, which appear
atop stories on news sites or alongside
products on retail sites, notify Facebook and
Twitter that a person wisited those sites even
when users don't click on the buttons,
according to a study done far The YWall Strest
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What do your favorite sites do with yvour

Lrian

data?

Privacy p0| iCies are tOD campl ica tEd_ some examples below or all the sites onthe Site

Let’s simplify them. Example sites

cnet.com
da uniquethird partiss

1044 third parties/ page

RRBRAD

imageshack.us

2 uniquethird parties

dthird parties/ page

We'd liketo help people understand how thair datais used antheweb by turningthe privacy
|_'-'Z|I_:. af avery major siteinto a small set of icons. You can join us inthree easy steps:

. g [ s |
1. Meet the privacy icons facebook.com
4 uniquethird parties
Gotothelecons pageto learn about the icon definitions and the Mozilla-led working sroup 303 third parties/ paee

daingthe defining

2. Apply the privacy icons

Erowseor searchthe Sites page and find sites you'reinterestad in. then read the sites’ | atow |
privacy policies and decidewhich icons match 7

3. Share your thoughts +" Ef"'
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We're dividingthe iconification project into manageable chunks, starting with the top 200 websites. Browse or search to find sites you'reinters

then click to view or update their icons. Submit updates as vourself or anonymously and when we publicly launch, vour work will be avail able t
aeverybody under the same Creative Commons license as Wikipedia.

! L : e
|Search| % Viewingpage 1/21 2 |10 ™ ps

Language = Unique third partias & Third parties /page £« Privacy icons

(Mg
(g1
e
[ ]
= |
o
g
Ak
[P
=
(1]
L

nih.gov English

hp.com English 13 185

— mapqueast.cam English

= megaupload.cam English . 2

L
Fsd
=

flickr.com English 14

[ ] !

3

'l 2 ”
||

hotmail .com English 1 iy

livedoor.com English

(=]
il




DB Horme lcons Sites

g
II-‘“":

ok Logered inas brian

ya hoo.com View history

“Welcome to Yahoo!, the world's most visited home page”
75 third-party trackers
486 third parties/ page

Privacy iCONS icuzraoverthe jcans fordstails)

Copyright 2011 Disconnect, Inc

[ec
t on this
shara Al

Except as notad inthe
licensed underthe Craatiy




=

Haorme lcons Sites

ok Logered inas brian

=] vahoo.com .

el i "Welcome to Yahoo!, the world's most visited home page.”

/5 third-party trackers
4.86 third parties / page
Privacy policy
Privacy | CONSTererarerine e e Update icon:

M QA

Copyright 2011 Disconnect, Inc

Except as notad inthe
licensed underthe Craatiy




MozillaWiki . e

| Navigation Privacy Icons

Main page

Community portal

Privacy Icons project (beta release)

Mozilla Mews
Owiner: Ben Moskowitz, Mozilla; Aza Raskin

(initiator)

Recent changes

Updated: June 15, 201

Random page

"4 bolf-on aporoach (o simplifying privacy policies * Subscribe to the Privacy lcons m
list

Help

Personal

tools The Icons (beta)

Log in fcreate account
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WWe are seeking to develop boilerplate legal text to back up each of the icons. The initial designs prowidi

Toolbox
here are ty Michael MNieling & Ocupop, designers of the official RTMLS lopos. Thew are not wvet final.

What links here

Related changes
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Browse properties
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« Back to site overview
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. “Welcome to Yahoo!, the world's most visited home page”
e 75 third-party trackers
' 486 third parties/ page

m Privacy policy

Privacy icons

After reviewingthis site's privacy policy, click the appropriate icon for each category. If the appropriate icon is already selected, no changes nee
made Head to our forum if vou have any quastions or want to talk about this site’s privacy settings

Dioes this site share users’ data with

Dioes this site barter or sell users’ data?
atlvertisers?

Dioes this site collect users' data for purpose
other than the intended ones?
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Further Reading




- The Wall Street Journal: .mp/tttwsj




- The Wall Street Journal: .mp/tttwsj

* CNN: L.mp/tttcnn




- The Wall Street Journal: .mp/tttwsj

* CNN: .mp/tttcnhn

- The Disconnect DB: disconnect.me/db
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