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BACKGROUND

+ Why .NET
+ Countermeasures

+ Skill Level Needed

+ Wil this work on every
NET application




THIS WILL COVER

+ How-To Attack .NET Applications
+ Tools and Methodology of Attacking

+ Overcome “secure” .NET Applications
+ Building KeyGen/Crack/Hacks/Malware

+ Reverse Engenerring for Protection




Attacking/Cracking




ATTACK OVERVIEW

< |Attack on Disk
~.af @ Access Logic @ Decompile
@ Infect Logic @ Recompile
@ Hook Logic @ Debug

VAR Attack in Memory/Runtime
e @ Inject Target App
@ Navigate Structure

@ Edit/Control Structure
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Attack The Source
In Memory OR On Disk

S— - - - . e

—— »B:,z, = — — — — e — ~ <-. -_":"" L Q,D,.‘;’\
(—ﬁ” i T—— - = = - \\\ = - = -
- ——— == —_—— « . S
B

—

N - .
Y

~
.
T~

Do your Reconnaissance
Find the weak spot

Subvert the Logic/State
Control what you need
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ATTACKING ON DISK




101 - DECOMPILERS

DEMO

GrayWolf — IL_Spy — Reflector




101 - ATTACK ON DISK

& Connect/Open - Access Code

& Decompile - Get code/tech
& Infect - Change the target's code

& Exploit - Take advantage
& Remold Application - WIN




THE WEAK SPOTS

&L /Flip The Check

& /Set Value is “True’
& /Cut The Logic
&¥Return True

& /Access Value




W /SEFLVRLUEE THETRUE”




&/ RETURN TRUE

bool IsRegistered()
{

}

Return “TRUE”;




! RETURN TRUE

bool IsValidKey(string x)
{

}

Return “TRUE™;




W /CUT THE LOGIC

string sglClean(string x)
{

}

Return X;




GIACCESS VALUE
bool ValidPassword(int x)

{
ShowKey(Pass);

Return (x==Pass);

}
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ATTACK SECURITY

Microsoft
I\/Iedla Center




C RAC K public static bhool GIiﬂ{String i)
i
ParentalControl Settings. FIN = null;
FarentalControl Settings. Load();
string text = ParentalControl Settings. PIM;

1

If (text == null)
i

return 1
I

if (text. Length = 0]

!
it {teﬂ.get_ﬂharz{ﬂ.ﬁﬁ]

{

I
I
ParentalControlFin. StoreMewPin(text):
return text == pin;
Elock kb
return text == Farental ControlPin.HashForFindping;

goto Block_h;




C

public static hool CheckFinistring ping

RACK ¢

Return True;

PASSWORD .

Elock b
retdrn text A= Fareptal ComtrolFin. HashForFindping;







REGISTRATION CHECK

mKeyGens

mCracks




AC‘K’THE KEY-—ne

WL/Public/Private == Change Key
v3/B::Name*|D*7 == ASK What iS /B’?
WL/ Call Server == Hack the Call

W (Demo =True; == Set Value

W Complex Math == Complex Math
1% of the time the KeyGen Is given




SEIPUBLIC/PRIVATE KEY

If you can beat them
Why join them

Key = “F5PA11JS32DA”

.
Key ="123456 ABCDE”




Q/SERVER CALL

“Send”
1] Fake the Call ystemID = 123456789

2. Fake the Request

3. Fake the Reply Reg Code = f3Vv541
4. WIn

*Registered = True*




$IREG CODE REPLAY

Nme »@»

JON DOE

Code: —
98qf3uy P




U /REG CODE REPLAY




W /REG CODE REPLAY

Nme »e»

JON DOE




W /COMPLEX MATH
1. Chop up the Math
2. Attack the Weak

4. Profit
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DEMO

CRACK AKEY




IL — Intermediate Language
Code of the Matrix ||| NEW ASM
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IT CAN'T BE THAT EZ

NO




PROTECTION ON DISK

@Protection - Security by Ob$cur17y
@ Code Obfuscation
@ Logic Obfuscation
@ Shells / Packers / Encrypted(code)
@ Unmanaged calls.............

Try to SHUTDOWN
Decompllation




PROTECTION ON DISK
Obfubcared

public static bool EIKE()
{
try
{
bool flag = (& 4) == 4;
i

catch (Exception exception)

{
DI [(arg_OF_0, box(Application));
throw;

§

return flag;




PROTECTION ON DISK

& Protection — Security by security

@ Signed code (1024 bit CRYPTO)
@ Verify the creator

@ Strong Names
@ACLs......... M$ stuff

Try to SHUTDOWN
Tampering
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STRONG NAME

@ Simple Name

@ Version

@ Culture
StrongName: EXESample, Version=1.0.4203.24068, a PUb“C Key TOken
Culture=neutral, PublicKeyToken=2a79b79e3c411f38

Example Strong Name:
EXESample, Version=1.0.4203.24068,

Culture=neutral, PublicKeyToken=2a79b79e3c411f38

Most of the time PublicKeyToken=null




PRIVET KEY SIGNING

= S

| Signed code Is based on

@ Private Key - 1024 bit
@ Sighed Hash of Code

ldentify and Verify the Author

- — - —
- e




UNPROTECTED/PROTECTED




CANF BE THAT EZ




“*1 Signed code is based on

@ Private Key - 1024 bit
@ Sighed Hash of Code

SIGI\fE CODE CHECKING IS
OFF BY DEFAULT




STRONG NAME HACKING

\ ;
E x E | ")\:

PublicKeyToken=
b77a5¢561934e089




STRONG NAME HACKING




FAKE SIGNED DLL

genuine

Microsoft
software
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FAKE SIGNED DLL

Turn Key Checking ON

|[HKEY LOCAL_MACHINE
\SOFTWARE\Microsoft\. NETFramework]
"AllowStrongNameBypass"=dword:00000000




FAKE SIGNED DLL

. \lJ "‘;.‘—
genuine
Microsoft
software




FAKE SIGNED EXE

MiIcrosors
software
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FAKE SIGN DLL/EXE

Yo L NO Check




GLOBAL ASSEMBLY CASH

--THE GAC--
What is the GAC?

How to access the GAC?

Attacking from the GAC?




GLOBAL ASSEMBLY CASH
C:\Windows\assembly\

C _,;'?l ¥ Cormputer » Local Disk () » Windows » assemnbly

Organize = 3 Open
Assermbly Name Version
4 Microsoft. SqlServer..,  10,0,0.0
& Microsoft. StdFormat  7.0.330..,
1@ Microsoft. Synchroni., 1000
::£IMicrnﬁnﬁ.ﬂ}fnchmni... 1.0.0.0
::£IMicrnﬁnﬁ.ﬂ}fnchmni... 3.5.0.0
4&) Microsoft. Tpm 6.1.0.0
4@ Microsoft. Tpm.Reso., 6.1.0.0
@) Microsoft. Transacti.,  3.0.0.0
&) Microsoft. Transacti.,  3.0.0.0
&) Microsoft. Transacti.,  3.0.0.0

12.0.0.0

4% Microsoft.Vbe Interop

2 m m  m  m

Include in library -

Cul...

=

Public Key Token

89845dcdiNanccyl
BOFSFTf11d50a3a
89845dcdiNanccyl
A9845dcdB080cc9l
A9845dcdB080cc9l
1bfI856addbdedn
1bf3856addbdedn
bOaf5fif11d50a3a
k03f5f7f11d50a3a
k03f5f7f11d50a3a
Tle9bcellle94.209c

- - 2 % = - B omm  m

Share with «

Burn Mew folder

Proces,..

PASIL

b =L

b =IL

b =IL

b =1L

b =0

b =L

x B f
ArADRA



GLOBAL ASSEMBLY CASH
C:\Windows\assembly\

@I\._./I?l » Computer » Local Disk () » Windows » assembly »

Organize = Include in library = Share with - Burn Compatibility

-

Marme Date modified Twpe
GAC 6212011 204 Ak File folder
GAC_ 32 6212011 2:05 Ak File falder
GAC_64 6212011 2:05 Ak File folder
GAC_MSIL 11952011 4:47 PMA File folder
Mativeltnages_w2.0.50727_32 i 212011 5:53 Ak File falder
Mativelrmages_ w2 0.50727_64 i 22 2011 6:58 PR File falder
Mativeltnages_w4.0,30319_3. i 222011 7:01 PR File falder

Mativelrmages_w4.0.30319_64 22 2011 658 P File folder

- ag m  mmm m m ] ey oL o0 [r——— ] . m



GLOBAL ASSEMBLY CASH
GAC

@ \GAC - Installed/Sandbox
@ \GAC 32 — 32bit-(x86)

@ \GAC 64 — 64bit-(x64)

@ \GAC MSIL — MSIL(ANY)




NATIVE IMAGE(NI)

VER 1.1 -1sdead © GAC VER 3.0 - is dead ©

VER 2.0 & 3.5
& \Nativelmages v2.0.50727 32

& \Nativelmages v2.0.50727 64

VER 4.0
& \Nativelmages v4.0.30319 32

o \Nativelmages_v4.0.30319_64




GAC

@ C:\Windows\assembly\
@C:\Windows\winsxs\

@ C:\Windows\Microsoft. NET




ATTACK THE GAC
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ATTACK FROM THE GAC

@U?l . v Computer » Local Disk (C:) » Winc

Organize « Include in library - Share with =

] Mame

f
o I?ﬂ o\
| GAC_32 surapeg® o
_ i L

| GAC_54 W
| GAC_MSIL

. Mativelmages_wd

~

. Mativelmages_wd

. Mativelrmages_wd

. Mativelmages_wd .

rime s SAaten wnal e camipa e o fas Senalors b s sn
Lagialatins taiaal o sis Sesrs: and sth Sanato snsll

. temp

Irvareestataty attar ey shallie ainsrabies in Lomas maence s me Aral Barnen

. tmp 171952




ATTACK FROM THE GAC

@Uv| .k Computer » Local Disk (T3 » Windows » asse

Organize = Include in library -

Share with

Burn

-~

] Marne

 GAC

. GAC 32

. GAC 64

, GAC_MEIL

. Mativelrmages_w2.0.507
. Mativelrmages_w2,0.507L
. Mativelrmages_wd4.0,303
. Mativelrmages_w4,0,303

ek i b st i e B T 41 B

d

14 A
15 A
15 A
47 P
fi3 A
i3 P
11 P
i3 P
HrPrA

| temp

, tmp

1/18/2011 4:47 PR




ATTACK THE GAC

1. Delete the Native Image
2. Replace File iIn GAC

3. Hack Target from GAC




ATTACK FROM THE GAC

@Uv| . v Computer » Local Disk (C:) » Winc

Organize « Include in library - Share with =

] Mame

- GALC
c GAC_ 32
C GAC 64

. Mativelmages_wd

~

. Mativelrmages_wd

. Mativelmages_wd

171952




ATTACK FROM FRAMEWORK

'PROCESS

E"3

» \l) “';_‘—
genuine 7
Microsoft .
software



ASM THE OLD IS NEW

o a Shell Code - ASM

E E @ UNmanaged
@ NO .NET Security
R

Exicute ASM Attack with
Unmanaged Calls or Reflection




FAKE SIGNED DLL

gents

Microsors
software

DLL
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THE OLD IS NEW AGAIN
ASM-SHELLS

« The Power of ASM

& Attack from a lower level
& Brake the “safe” security

& Attack the Runtime
& ASM-Shells.... © shells...




VISUAL STUDIO
Exploit — Run arbitrary code

Demo
PowerShell - Matrix

Get developer Keys
Attack the SUN & DB

Virus I = — PN alware
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ATTACKING .NET

T RUNTIME




WHY AT RUNTIME

# SECURITY
B S\'STEMS

L|DLLDLL

B 4> ROCE s \




Iﬂject at R

=

==

ungme

| i |

B |




Inject At Runtime

[ Mdindaws PowerShell (=3 ==
5 eGN1cHRph2 UaH i zEwAAAAA gARAHBA ADsKAAAPAOAAFJTRFO UWTH xEcSanEThkalh wARA M6XFU=ZRJ=zXEd
1 3R=XFN1 2t. JdElllm—-Utllﬂll‘] 1 8GFr cUnUsZWFz UxTd NeSXRIYWsiLnB
ARAAKAPSAARAARAAAAARAAR ckU4 ll1ha|l4anN‘]h3J1 $5kb wAAAAAAPS1ACE

RRRR“RRRRM{RR AARAARAA AARAAAR |nnannnnnnnnnnnnnnn AR

a s += *AAAAAAA ARARAARA AACABARARAGAACAGAAAADGARIA AAAR AAAAARARAAAAREA QAAA~ARAIARARAAAAA
AAAaanAARARAR AJAA ACORANUATARARR ANAR. N +EIANCOBAAN
AAAR AAAA AAR
AHoR ..nsm
AEOA GBzAGMAcg] A
AGlA mam
A AAAA AR ¥ QBs!
AGHA ABM uEuR Innnnmm]mnl.gn
AAAR ARA
u N aGUt j 5 thiont phea BBl GL
k gdnUyc2lubiBiMS4uLiAu G- bnFt TBilX1BcHBsakiNh GlubRShcHAiLz4NGiA
idX uOnNjaGUtyXMchHl en9=h2Z0 WNvhTphc20udjliPgBKICAg Dx ZQ

payloads += "¥3UyaXR KICAy CAgPHJ1cKU1c3R1ZFEyakZphGU ZXMg GlsbnH?InUybipz 2]\1bUF..LU1n\’3Jvc29
lCnyICR PHJ1cXU1c3R \ Gluhkx ldnUﬁllede.PSJhcll dmdr
j o Hk+DQogIDwvdHJic3RIbnZuPg@ PCOh
0 A Al nmmnnnnnnnnnnnnnnnnnnnm ARAR
AAAANAARAAAAAA AAAAAAAAAAAAAAAAAAN A AAARAANARAAAAARAANAAAAANAA AAAA i
ARAAAAARARAARR AARRAAAAAAARAARAAAAA RAAAAAAR nnnnannnnnannnnnnnnnnnnnnn ARAA ARAARRAAAARAARAA AARAARAAAAARARAARR
AMASAARRARAAAR AARRAAAAAAAAARAAAAAA RAAAAARA AARAAAAARAAAAARARAARAAAAAR AAAR ARAARAAAAARAAAA AARAARAAAARRARAAAR
ARAAAAARARAAAR AARRAAAAAAARARAAAAAA RAAAAARA AARAAAAARAAAAARARAARAAAAAR AAAR ARAARAAAAARAAAA AARAARAAAARRARAAAR
ARAAAAARARAAAR AAA AAAAAAAAARAAAAAA RAAAAARA AARAAAAARAAAAARARAARAAAAAR AAAR ARAARAAAAARAAAA AARAARAAAARRARAAAR
ARAAAAARARAAAR AAA AAAAARAAARAAAAAA RAAAAARA AARAAAAARAAAAARARAARAAAAAR AAAR ARAARAAAAARAAAA AARAARAAAAARARAAAR
IAARAA ARRAAAARAAAAAR AAA AAAAARAAAAARAAAA RAARAARAA ARRARAAARAAAAAAAAAAAAAAAAAAAAA AAAAARAAAARAAAA AARAARRARAARAAAAAR
AARAACARAAARARAAAAAR ARA ARAAARAARAARAAAA ARAAAAAA AARARAAARARAARARAAARARAARR AR g
PS C: 113>

hd
Byt [115Bytefirray - ew—Objec hytell 5128 b }
Byt [115TempBytefrra b

int $i-@
G:\Users\quilli> ore ch($tempString i %Payloa s>
<

$TempByteR ray = [System.Conver 1::FromB seb4StringCitempString)
foreach<th tel mp in $TempByted ray>
<

$Byten ray $il = $hyteTemp
$i+=l

>
> +
C:\Usersiguilli> s en.Reflection.fAs embly] % ssenblyLoaded = [System Reflect on.Assemblyl ad¢SBytefrrayd;
11i> asc mbiyLoaded.Entry pint.Inv ke($null,$nulld
#
A




Inject At Runtime




ATTACKING APPS

©Gain Full Access

©Reverse Engineer
©Attack (in MEM)

©Take out the “Security”
©Control the Program




PAST TALKS

Hacking .NET Application:
A Runtime Attack

Control the Runtime
Control the Application




DEMO: GOD MODE

Inject and Control




SO YOU'RE NOT A HACKER
WHY SHOULD YOU CARE?

Defend your Applications

Defend your Systems

Verify your Tools\Programs




VERIFY YOUR
APPLICATIONS
What Is the Crypto & KEY

What info Is It sending home

Does It have Backdoors?

IS your data Secure?




REVERSE ENGINEERING
What is going on?
What technology Is used?
What Is the security?

Any Mal.Ware?
Threat Level?

—










SECURITY

The Login security check Is
B Does A==

B Does MD5%5 ==
B |s the Pass the Crypto Key




DATA LEAK

The Data sent home Is
B Application Info

B User /Registartion Info
B Security / System Info




KEY

The Crypto Key Is
B A Hard Coded Key

B The Licence Number

B A MD5 Hash of the Pass
B 6Salt 6MD5 Ijash of the Pass

BB



CRYPTO

The Crypto is
B DES 64

B Tripple DES 192

B Rijndael AES 256
B Home MIX (secure/unsecure)




MALWARE T11M3




MALWARE T1M3
WYTWYEE LN

So your malware

How do you hide




MALWARE T1M3
WYTWYEE LN

Protection (Shell Crypto)

Attack (Unmanaged Calls)
Protection (Obfuscated Code)

Fake (Signed DLL Protection)




@ Intelligent names

@ Code style
@ Don'’t use loops

@ Don’t use one
area for your Vars

@ Access the
normal program

REUSE TheggRGET

@ Call back into
your target

@ Use Timers
@ Link to Events

@ Spread out your
Vars and Code

e 8



MALVWAR

T A%Y 1™ % BN 1IN I ©™
- Aircrack-ng GUI - 007ver

Ancrack-ng | Airodump-ng | Airdecap-ng | WZCook | About

Filename(s)

Enciyption @ WEP Key size Mg g Dt B Usewordist [l Use PTW attack

S— 2 — R — - M\

e —

B Advanced options

P

\
W )
\ -'. y
W\ ¢
‘.‘\_‘ - L
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Androsa Flle r

Copyright @ Andhosasoit 2009



Protect Me! 2010
@ thiz. filesT addd = new List< string:[];
haze..ctor];

"—'ﬁ thiz. [nitializeComponent|);

thiz. Text = thiz.AzzemblyTitde +
If [[int]par.Length == 1]
d

d

+ this. Asser

If [par[l].Containz] 'en']]

thiz.langFarEn = 1;
h

7
V' L = =*’_l'T‘L




Androsa FileProtector

private woid xl3akebebH bbb

d
war arg_ 2l [ = thig. wef3chlcdtddelef;
object[] aray = new object[][B];
array[] = thiz. ®991 baaftb3ed 187 4. get T ranslabion]
|"'meflaagtahgfacg”, 12 7490268]));
array[1] = stnng. Intern(@1110bdd1 1 ODzdeead._dbyé
array[£] = bow[Spstem. Int3, thiz sedbhdd2al ades:
array[3] = stning. Intern(@1110bdd1 1 Dzdeead. _dhyé
array[d] = box|Spstem. nk e e tE A T ST
array[b] = stnng. Intern(x Podrosa PieProtes

arg Al U Test = gtnng D eworemsosr






Y &Password SHA512
@ &@Custom Crypto LIB’s
N ossible Back Door
Progect Mg},2010

Ob$ewsr?
esalt& Vi Androsa FlleProtec?or
@Encrypted Pass | Padresa FieProtecter

/m Viersion 1.4.4 Copyright @ Ancrosasoiit 2000
F i L) = e 2 C - .



http://www.aisto.com/roeder/dotnet/Default.aspx?Target=code://mscorlib:2.0.0.0:b77a5c561934e089/System.Security.Cryptography.Rijndael
http://www.aisto.com/roeder/dotnet/Default.aspx?Target=code://mscorlib:2.0.0.0:b77a5c561934e089/System.Security.Cryptography.Rijndael
http://www.aisto.com/roeder/dotnet/Default.aspx?Target=code://mscorlib:2.0.0.0:b77a5c561934e089/System.Security.Cryptography.Rijndael
http://www.aisto.com/roeder/dotnet/Default.aspx?Target=code://mscorlib:2.0.0.0:b77a5c561934e089/System.Security.Cryptography.Rijndael
http://www.aisto.com/roeder/dotnet/Default.aspx?Target=code://mscorlib:2.0.0.0:b77a5c561934e089/System.Security.Cryptography.Rijndael
http://www.aisto.com/roeder/dotnet/Default.aspx?Target=code://mscorlib:2.0.0.0:b77a5c561934e089/System.Security.Cryptography.Rijndael
http://www.aisto.com/roeder/dotnet/Default.aspx?Target=code://mscorlib:2.0.0.0:b77a5c561934e089/System.Security.Cryptography.Rijndael
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PROTECTION. FOR WHO?




WHAT M$ DID RIGHT

Un-obfuscated Code

» Good for user security
» User can see what they are running

NET Framework Security

Z Targeted Security Access
Z Protect the Computer from the app

Giving Reduced Rights Inside Code

» Put venerable code in a box
» Mitigate & Segment Risk




WHAT M$ DIDjWViz{el\ e

MixModeCode — Bad for security

> This allows ASM\C++\C code
> This breaks out of .NET security

GAC & Native Image Override

> Removes ability to secure code

Not Hash Checking Code
» Good for hackers




ATTACKING APPS

©Read my papers: Reflections Hidden Power &
Attacking .NET at Runtime

©Watch 2010 Presentations on Attacking .NET
DefCon 18, AppSec-DC, DojoCon

©Look up Presentations and Research from
Andrew Willson, Erez Ezule, Arndet Mandent

©Use tools: Visual Studio/MonoDev
Reflector/GrayWolf/1Lspy/.../ILASM/ILDASM







MORE INFORMATION @:
www.DigitalBodyGuard.com
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HACKER VS ATTACKER




101 - Recon

& File Location
C:\Windows\ehome\ehshell.dll

& StrongName KEY
d:\w7rtm.pubIic.x86fre\internal\strongnamekeys-/vindows.snk

& Registry CurrentUser OR LocalMachine
SOFTWARE\Microsoft\Windows\Current\ersion\Media Center\

& Web Host Address
www.microsoft.com/WindowsMedia/Services2003/10/10/movie




101 - Recon

EHSHELL & .NET Framework
Ver 3.5

@ Un-Obfu$bcarted

& Crash Reporting

Windows
Watson

Media Center
& Coded In C#




