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Ultima Online

Everquest

Network
Points of Attack

Eve

@ Mixed Native/Script

Native code

Script Layer .

Points of attack
Native Layer
uo

WoW

Everquest J

Custom game client implementation

Fully automated

Crafting

Auction house
Bots
Sparring

God Mode

Bug exploits

Cheats

Speed hack
Skill hacks

Custom server implementation

Others for sure

E.G. User supplied input exploits item hovering in wow allowing RCE Attacks targeting players

Malicious
Attacks targeting uptime of game

Violates EULA
IANAL, but legal grey area stil

Server crashes

DoS

Gold dupe bad ame Owne
Botting sometimes ok | Depends on what you do
Emulated servers, sometimes ok J
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Shadowbane Speedhack

Age of Conan

I'm going to claim 100%

Kill players

Kill mobs
Kill NPCS
Kill GMs and win!!!

Age of Conan
Fall Damage to others

FEAR /

So many dupes it's hard to list them all - New player delete, server saving logistic exploits. UO had a

partitioned world where the partitions were supposed to be seamless but they were not, so crossing those uo
boundaries in certain ways, there were many, would result in what was called a blackhole for the character.
Get info from Sprite FFXI
Server saves would take time and there was a delay between when the world, such as corpses, would be
saved and when player state was saved. So you could die and not logoff after death, have someone loot you Shadowbane Gold Dupes

at the right time and when the server came back up, the server acted as if you didn't die, and both players
would have the items

Age of Conan
Again, I'm going to say every game.
WoW

Could teleport mobs and delay the time it took for them to reach you.

Warhammer | Teleport hack

Unique in that it had a group teleport. The wizard class could teleport all members of the group and was

targetable, so you just modified the target. Shadowbane

Goal is to describe the specific flaw that allowed this to happen for as many of these a
possible. For example, teleport hack: find player coordinates and modify them, bam:
teleported. Eventually a game dev will add multiple client side checks, etc, but mostly
you just find the checks or move to a more complex method such as calling the code
responsible for handling movement of the player, e.g, it takes your velocity * time
traveled and gets a distance moved, you just pass in a large velocity. Other times the
game may specifically have a spell, so you find the code that is responsible for
processing the teleport.

File format reversing

Memory validation

Hook detection

Client Side DIl injection detection

Antidebugging
Obfuscation

Data mining (thanks WoW)

Server side

Validation of user input

Warden

Punkbuster

These include some form of communication based on client side detections, basically the
server sends a detection request, the client performs the detection and sends the result back.

About Me
About Mike

About

Explain the history

Fun

A O
Agends Cheating

Goals of talk Why

Time savings

Fame

Anger at buggy games

Malicious intent

Game hacking overview

Integer over/underflows _ UO vendor buying

Noobie UO player

Logic attacks

assification of chea Fall damage other players

Trust of User Input

Trust in the client

Think of the network protocol as a public API, but a fairly secret one that game developers
never think you will figure out how to use by yourself.

Hacking MMORPGs

Network/Packet based hacks

Response Requires reversing the encryption/compression algorithms or hooking code after the game has

decrypted the packets for you.

Main benefit is abililty to read data structures without RPM and ability to call code of game and
Code injection or hook specific functions.

[ \ Most bots use this

Memory editing/reading

Client side hacks
\ Server side hacks

vVietnods O

1. Think of the limitations that the in game Ul presents.

2. Envision what checks occur in the Ul to prevent unwanted actions, the more creative you are
here, the more successful you can be,

3. Now is where the real work comes in, here is where you need to devise ways to test whether
or not the client side checks in the Ul or game client are also implemented on the server. Hint:
Most of the time, unless the game is very mature, they are not.

General Concepts

4. This is where you win. If you have a dupe for a popular game, this is where you also win at
life and retire rich.

Bots are my main area of expertise. Bots can be very simple such as sending key
presses and reading pixels or very complex going so far as to implement a*
pathfinding over the real game map.

Full pathfinding

Complex Al

Restocking supplies

Completing quests

Moving zones
; Selling/Auctioning loot

Complex Fully automated character advancement

Categorization based on Complexity

Auction house control

Competitive PVP support

Mix
Pixel reading

Simple Memory reading

\_ Key/Mouse input

Game asset hacking



