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For our guests from England, please allow me to translate.







Quick background




Timestamps are important
in forensic analysis.

Timeline analysis is part

of event reconstruction.

Note: Timestamps and events are
analyzed in context, not isolation.

File

File 127
File 128
File 129
File 130
File 131
File 132
File 133
File 134
File 135
File 136
File 137
File 138
File 139
File 140
File 141
File 142
File 143

File 144

Creation Date

08/04/11 10:22:36
08/04/11 10:22:37
08/04/11 10:22:37
08/04/11 10:22:37
08/04/11 10:22:38
08/04/11 10:22:41
08/04/11 10:22:42
08/04/11 10:22:43
08/04/11 10:22:43
08/04/11 10:22:43
08/04/11 10:22:45
08/04/11 10:22:46
08/04/11 10:22:47
08/04/11 10:22:47
08/04/11 10:22:47
08/04/11 10:22:48

08/04/11 10:22:54

Last Accessed
08/04/11 10:22:
08/04/11 10:22:
08/04/11 10:22:
08/04/11 10:22:
08/04/11 10:44:
08/04/11 10:22:4
08/04/11 10:22:4
08/04/11 10:22:4
08/04/11 10:54:0
08/04/11 10:22:4
08/04/11 10:22:4
09/06/06 08:00:0
08/04/11 10:22:4
08/04/11 10:22:4
08/04/11 10:39:
08/04/11 10:22:4

08/04/11 10:22:




To hide activities, the computer’s clock could be changed.




That poses a separate set of problems

and leaves its own trail of evidence.




Anti-forensic demonstration of timestomp.exe at BlackHat 2005

'~ BlackHat




AttributeMagic has since joined the scene.




The tools modify timestamps
(Created, Accessed, Modified, MFT Entry)

to fool an unsuspecting user.




But here’s the rub:




The tools don’t modify all timestamps

and they don’t look for all artifacts.




There are eight timestamps, not four,

associated with a file on NTFS file systems.




All eight timestamps are in SMFT.

SSTANDARD_ INFORMATION SFILE_ NAME
Type: 0x10 Type: 0x30

Min Size: 0x30 Min Size: Ox44
Max Size: 0x48 Max Size: 0x242

Read offset to attribute content Read offset to attribute content
and add: and add:

e Created (0x00) e Created (0x08)

e Last Modified (0x08) e Last Modified (0x10)

e MFT Entry Modified (0x10) e MFT Entry Modified (0x18)

e Last Accessed (0x18) e Last Accessed (0x20)




All eight timestamps are in SMFT.

SSTANDARD INFORMATION
Type: 0x10

Min Size: 0x30

Max Size: 0x48

Read offset to attribute content
and add:

e Created (0x00)

e Last Modified (0x08)

e MFT Entry Modified (0x10)

e Last Accessed (0x18)

SFILE_ NAME
Type: 0x30

Min Size: 0x44
Max Size: 0x242

Read offset to attribute content
and add:

e Created (0x08)

e Last Modified (0x10)

e MFT Entry Modified (0x18)

e Last Accessed (0x20)

These are modified by the timestomp and AttributeMagic.

These are read by tools such as EnCase and FTK.




All eight timestamps are in SMFT.

SSTANDARD INFORMATION
Type: 0x10

Min Size: 0x30

Max Size: 0x48

Read offset to attribute content
and add:

e Created (0x00)

e Last Modified (0x08)

e MFT Entry Modified (0x10)

e Last Accessed (0x18)

SFILE_ NAME
Type: 0x30

Min Size: Ox44
Max Size: 0x242

Read offset to attribute content
and add:

e Created (0x08)

e Last Modified (0x10)

e MFT Entry Modified (0x18)

e Last Accessed (0x20)

These can be analyzed,
but it takes more work.

Many analysts would need a reason

to start doing this extra work.




All eight timestamps are in SMFT.

SSTANDARD_ INFORMATION
Type: 0x10

Min Size: 0x30

Max Size: 0x48

Read offset to attribute content
and add:

e Created (0x00)

e Last Modified (0x08)

e MFT Entry Modified (0x10)

e Last Accessed (0x18)

SFILE_ NAME
Type: 0x30

Min Size: Ox44
Max Size: 0x242

Read offset to attribute content
and add:
Created (0x08)
Last Modified (0x10)
MFT Entry Modified (0x18)
Last Accessed (0x20)

The values in each attribute can be compared, but it takes work.




= WinHex - [SMFT]

50sr2 [T)[E)H

U9 Fle Edt Search Poston View Tools Specalist Options Window Help &
Dz a8 & BEmie 4284 544 =+ & SR L 54 raH @
A~ SMFT
i s& Uata
Fle Edt Of fset 01 28 & B 6 7 © 910 11 12 13 14 18 A e
138398720 46 49 4C 45 30 00 03 00 8B BO 15 49 OF 00 00 00 FILED g° I SMFT
138398736 41 00 01 00 38 00 01 OO0 30 02 00 00 00 04 00 00 A 8 O C:\Documents and Settings\Michaef\Deskiop
138398752 00 00 00 00 00 00 00 00 03 00 00 00 F3 OF 02 00 &
138398768 02 00 OA 44 00 00 00 00 10 00 00 00 60 00 00 0O D ' Fie size: 184 ME
138398784 N0 00 00 00 00 o000 .00 A0 N0 Q0 00 182 00 00 a0 H 1528?[]?52@
138398800 B4 76 B4 EB 65 B2 CA 01 A6 62 CO E8 65 B2 CA 01 |dv 'e=?E |blse?E
138398816 | A6 62 CO E8 65 B2 CA 01 A6 62 CO E8 65 B2 Ci 01 | ibAee?E |biee?t Defaut Edit Mode
1383988 20 U0 00 oo oo oo oo o LLLUL L L L L UL LU L L UL State: engina
4t 00 00 00 00 628 01 00 00 00 00 00 00 00 00 00 0O h Unddo level: {
timestamps Eses cs s4 43 6c 00 00 00 00 30 00 00 00 70 00 00 0O ETEL 0 p i o
et 0 20 0o g0 oo go oo og o [1[] & 00 oo oo g 00 0 [1[] X
138398896 ((CE 24 00 00 00 00 01 00 E4 76 B4 E8 65 B2 Ci 01 )1s av eelf Craation time: 02/20/2014
1208398912 | A6 €2 CO E8 65 B2 CA 01 A6 62 CO E® 65 B2 CA 01 |ibAee2f |bleef 145543
138398928 | 46 62 CO E8 65 B2 CA 01 00 00 00 00 00 00 00 00 ) !biee?E
13839894400 U0 U0 D0 00 U0 00 00 T R T Last wrie time: Uz’?i}fsnj‘é
138398964 0B 03 43 00 36 00 S0 00 72 00 6A 00 30 00 32 00 C 6 P r 5 0 2 2
) : 4 2E 00 74 00 78 00 74 00 80 00 00 00 20 01 00 00 . = t | Attrbutes: 14561
4 timestamps 00 00 18 00 00 00 OL 00 08 01 00 00 18 00 00 00 lcons:
h008 41 20 63 6F 75 GE 74 72 79 6D 61 6E 20 62 65 74 A countryman bet
138399024 77 €5 65 6E 20 74 77 6F 20 6C 61 77 79 65 72 73 ween two lawyers  Mode: hexadecima
138399040 20 69 73 20 6C 69 6B 65 20 61 20 66 69 73 68 20 is like a fish Character set: ANSI ASCI
138399056 62 65 74 77 65 65 6E 20 74 77 6F 20 63 61 74 73 between two cats  Ofsels: decima
138399072 2E OD 0A OD 0A 41 20 73 6C 69 70 20 6F 66 20 74 A slip of t  Dpesperpage: 3816=60
138399088 68 65 20 66 &F 6F 74 20 79 6F 75 20 6D 61 79 20 he foot you may Window &:
138399104 73 6F 6F 6E 20 72 65 63 6F 76 65 72 2C 20 62 75 soon recover, bu  No.of windows:
138399120 74 20 61 20 73 6C 69 70 20 6F 66 20 74 68 65 20 t a =lip of the
138399136 74 6F 6E 67 75 65 20 79 6F 75 20 6D 61 79 20 6E tongue you may n || Cipboard: availabl
138399152 65 76 65 72 20 67 65 74 20 6F 76 65 72 2E 0D 0A ever get over. TENP ok 0GB
138399168 0D 0A 41 6E 20 63 6E 76 65 73 74 €D 65 6E 74 20  An investment C\DOCUME~T\Michael\LOCALS~1\Temd
138399184 69 6E 20 6B 6E 6F 77 6C 65 64 67 65 20 61 6C 77 in knowledge alw
138399200 61 79 73 20 70 61 79 73 20 74 68 65 20 62 65 73 ays pays the bes [ ee———
138399216 74 20 69 6E 74 65 72 65 73 74 2E 0D 0A OD 02 00 t interest. e
138399232 72 69 76 65 20 74 68 79 20 62 75 73 69 6E 65 73 rive thy busines Igag;ﬁ%
138399248 73 20 6F 72 20 69 74 20 77 69 6C 6C 20 64 72 69 s or it will dri B s
138399264 76 65 20 74 68 65 65 2E FF FF FF FF 82 79 47 11 ve thee.yvyylyG O i
138399280 00 00 00 00 00 00 00 00 0O 00 OO0 00 00 OO 0O 0O T 022072010
138399296 00 00 00 00 00 00 00 00 0O 00 OO0 00 00 OO 00 0O 19:50:09
138399312 00 00 00 00 00 00 00 00 0O 00 OO0 00 00 OO0 00 0O -
Page 227630 of 317387 Offset: 138398800 =228  Biagd Size: 32

£33235() - 138338831



So what would give an examiner a reason to start digging?




Obvious timestomping




File Edit View Tools Help

_INew (5 Open gl Save 3 Print ~e» Add Device ‘A, Search [ Refresh

[ Cases| 3 Ensapt SilFie Viewers ] Hash Sets @ Ked P X

¢ Table] Z]Report =] Gallery 2) Timelne [Jisk 5 Code

. I
Home | Entries| [[] Bookmarks Hits 1 Is Last Fie -
3 tome [ Enties] (D S\ S e i e Deleted  Accessed Created W
-WFEE:MIIS @ Permissions (IReferences (4} () 625 ) setuplog.txt 08/11/09 02:11:15PM 08/09/04 03:40: 10PM  08/11/09
HOOID) Temp -'!_l:_]__gﬁ ) Shelihew 08/20/09 12:36:59PM  11/04/05 10:52: 14AM  09/11/07
@DCI'D Temporary Attachment Files |(] 627 ) skundl.exe 08/11/09 01:37:58PM  09/14/08 04:25:30AM 04/13/08
0012 The Print Shop Products 1|0 628 ) smscfg.ini 07/27/0701:49:04AM  03/21/05 04:34:03PM  03/21/05
G'DDU__."“:\P"S |=ii.|:1__s£ |3 Soap Bubbles.bmp 04/15/08 09:32:38AM  08/04/04 10:00:00AM  08/04/04
DDS g_‘;ITui“ﬂ KBB93803v26 (] 630 | L) SoftwareDistribution 08/20/09 12:26:02PM  03/21/0504:13:12PM  06/05/07
© svserv rinstolé (] 631 [} spupdsve.log 08/14/05 08:28:20AM 02/15/06 11:02:18PM  08/14/09
OOIED $NServicePackUninstallDNMitigationaPlss || 632 L] spupdsvc.log. Liog 08/11/09 02:10:57PM  03/11/09 08:44:01AM 08/11/09
OO ¥ServicePackUninstal SDownleveiMappr || [ 633 | ) srchasst 08/20/05 12:36:50PM  03/21/0504:13:12PM  08/11/09
) SNtUninstalKBS73339% (] 634 (3 sti_Trace.log 03/21/0503:55:37PM  03/21/0503:55:37PM  08/09/04
O SitUninstalBS85250$ O 635 &3 5un 08/20/09 12:36:59PM  12/15/05 10:25:37AM  12/15/05
) $hitUninstalKB3858355 rIZi 636 | [} svopack.log 08/11/09 01:50:24PM  09/14/08 03:35:52AM 08/11/09
o [ 637 | £ system 08/20/09 12:36:59°M  03/21/05 04:13:12PM  08/11/09
OOE i mlm:::l;;s [J638 [ system.ii 08/20/00 12:38:42PM  03/21/0503:56:56PM  08/20/09
E#\ DEJS lziimz: [ 639 | ) system32 08/20/09 12:26:02PM  03/21/0504:13:12PM  08/20/09
OOIED) SMtUnnstalkBs88113$ |EI__61I:_IH.[] tabletoc.log 08/14/09 08:13:38AM  03/21/05 03:59:29PM  08/14/09
) $tUninstaliKB338302¢ gﬂ ) TASKMAN.EXE f18/01 12:36:58AM 08/18/01
OOIE) $itUninstalB3S0046S O 642 ) Tasks Obvious timestomping. 3/21/05 04:13:1PM  06/25/09
) $NtUninstalKB390859$ O 643 | ) Temp . 3/21/0504:13:15°M  08/20/09
) SitUninstallKB891781% .U 644 _] tsoc.log A” entrIeS are blank. /0904 03:55:16PM  08/14/09
D) $NtunnstalkB893066 |0 645 O twain.ci N Ok 7/21/0109:45:40PM 07/21/01
B B ORsTCE Q) 6461 © Twans2 08/20/09 12:36:59PM  11/04/05 11:44:01AM  11/04/05
OLA PRIt {0 647 £ twain_32 08/20/09 12:36:55PM  03/21/05 04:13:15PM  03/21/05
O $tUninstallkB3963585 ‘D e - --
O SNtUninstalkB8964225 =
FOOIED PUnnstalkBsss423 -E% L. Sk e I— — B
4 |_ M ) i ’ tallia - - T
: (2] Text [RdHex] LiDoc ') Transcrpt B picture _anm 5] Console 1@ Detats L Output (] Lock [ Codepage (] 0/:4» | --ILms T Fiters ({2 Conditons 3 Display %] Quern ¢ »
anaanm 4E 44 58 28 00 09 00 57 EF 18 C4 OL 00 0O 00 OO0 00 00 00 00 00 E:mu TS T - ;E_uﬁ EnSaript j ~
0002200 00 28 00 00 00 FO 07 00 00 E8 OF 00 00 00 00 00 00 26 03 CS 01 i e ST SR &¢3 Case T
0004401 00 OO0 00 OO0 OO0 00 00 30 00 39 00 00 00 00 00 00 00 00 00 SB 8D [--------0-9- s e g =3
0006600 00 00 00 0L 00 €8 00 52 00 00 00 00 00 07 88 00 00 00 00 0L 00 |-+~ B sfeenaes §HE) Data Carving and Keyword Searching L3
000BB7€ 4B 04 02 BT EA C5 01 56 94 7D 7E 80 EB C5 01 FA BD 1lE E6 DF 19 il VI}HIIL O @B - EQDBHCMIH'S
0011GCA 01 74 ES E9 23 6C 1F CA 01 00 00 00 00 00 00 00 00 00 00 00 00 t cdésy £ &£ Data Grooming
0013200 00 00 00 02 OO0 00 10 00 00 00 00 02 03 4B 00 42 00 38 00 37 00 [--cvrevevensn- K-B-8-7 SRR
0015433 00 33 00 33 00 39 00 00 00 00 00 00 OO0 FD BD 00 OO0 00 00 0L 00 [3-3-3-9------- 4 R -0 Data Parsing
0017668 00 52 00 00 00 00 00 07 88 00 00 00 00 0L 00 38 7F BB 11 B7 EA [h-Rrrrros| r-+--B0»--& ) Examples
'F 16 O AF AN FR CS 01 16 0C 2N 6 DF 19 CA 01 DC 62 F2 23 A.0-Friah.. .—en £ finke h £ Eunactinn Mata =

C\WINDOWS\$hf_mig$ (PS 1871559 LS 1871496 CL 233937 SO 000 FOO LE 1)










Remember: forensic timelines are built on context.




Running executables can leave a trail in

the Windows Prefetch and the Registry (MRU)




The problem with the Windows Prefetch...




A Windows Prefetch file (.pf) has eight time stamps
(SSTANDARD_INFORMATION, SFILE_NAME).

There is also an embedded timestamp
of the last time the executable was run.




J

inNew |5 Open [zl Save = Print “e= Add Device ', Search [® Refresh
E 43 EnSaript 3] File Viewers %) Hash Sets §4» X @l Z|Rreport | Gallery ) Timeline ngsk % Code

DO S PTETE I TIE | \ERE-U IADICar Pt (P 1355031 LS 1354968 CL 169371 SO 120 FO 120 LE 8)

Y Home [ Entries| ([ Bookmarks ), Search Hits =34 Last File
&) :%_ — [‘L'! < = Name Accessed Created w
':F:HDmEI ol<Fie Extents & Permissions [TIReferencd ¥ /(] 72 [) MSIEXEC.EXE-2FBABCAE.pf 08/20/09 09:33:17AM  08/18/09 02:20:45PM  08/20/09
B-OCS ie8 ~ || 73 | [) MSMSGS.EXE-2860520E. pf 08/20/00 08:28: 14AM  08/19/09 01:23:19PM  08/20/09
- |_]IE3updatES i ; ML Oe D ENEOSCSasas of na/10i00 A2-08.Co08 00 /{10000 01. 2523208 0210 /50
&-OL1IC) ime W 75 | [ NET.EXE-D1AS3CZF.pf 08/19/09 01:22:22PM 08/11/09 02:13:09PM 08/19/09
i 'i_jlnf " Ll B L] WIUSBEUUTaUULEARLY. DT Ua/ZUfUe LA a  L0F T Uef LUy UL LAUSHEN  UgflUjUs
F-OOIE) Installer e o =
| e _II it | 77 | ] O5A9.EXE-27CD7DBS.pf 08/20/09 12:28:27PM  08/19/09 08:05:54AM 08/20/09
L) Inh b ” byt |
5000 java | 78 | ] OUTLOOK.EXE-106351DB.pf 08/20/09 08:31:03AM 08/11/09 02:25:01PM 08/20/09
F-OUI= — o o .
O] 12schemas 1 79 | ] QBUPDATE.EXE-12B98407.pf 08/20/09 12:28:27PM  08/19/09 08:05:54AM 08/20/09
D) Media | 80 | ] READER_SL.EXE-3614FAGE.pf 08/20/09 12:28:27PM 08/19/09 01:23:26PM 08/20/09
E-OIC) Microsoft.NET ] 81 _LbRLJI‘-JDLL32.EXE-126Fh4C8.pf 08/13/09 08:45:21AM 08/13/09 03:45:21AM 103/13/09
OJIC) Minidump (] 82 |[) RUNDLL32.EXE-12F20493.pf 08/19/09 09:38:29AM 08/19/05 09:38:20AM  08/19/09
D[] msagent (] 83 | [}, RUNDLL32.EXE-13857CCB.pf 08/13/09 08:46:55AM 08/13/09 08:46:55AM 08/13/09
B0 msapps | ma T T T e T ey A4 B P A AE ARE | AR EER AR AR AR A R AR T
' LTl adl| | [ !
[=] Text | Hex! L3iDoc %) Transcript [ picture ZIReport ] Console @ Details ¥ Output [[] Lock [] Codepage B 14 5 4 Hits T Filters [{= Conditions 3~ Displz4 »
0000011 00 00 00 53 43 43 41 OF 00 00 00 28 37 00 00 4E 00 45 00 54 00 » | 542 Enscript
000222E 00 45 00 58 00 45 00 00 00 00 DC 3A E1 06 00 00 00 S0 03 FO &2 417 Case Management
0004402 00 00 00 00 00 90 7C 00 00 00 OO0 00 20 OB 00 00 00 00 00 1C CC -
0006645 EF 08 78 A0 82 40 CD 45 EF 2F 3C A5 01 00 00 00 00 58 00 00 00 i) Data Carving and Keyword Searching E
0008828 00 00 00 BE 03 00 00 82 02 00 0O 1 00 00 OA 11 00 00 EO0 32 @) Data Converters
0011000 00 01 00 00 00 48 04 00 00 pBERES 1ML 00 8C 86 47 - Data Grooming
0013200 00 00 00 00 BC 286 47 00 00 00 0 00 00 02 00 00 00 00 00 ) =g
0015400 00 ZF 00 00 00 00 00 00 00 32 0 0Z 00 00 00 ZF 00 00 00 |--7-- k) Data Parsing
0017637 00 00 00 €6 00 00 00 35 00 00 00 €6 00 00 00 05 00 |7---£---5 S SRR E-) Examples
0019800 00 DZ 0Qmdl-O0.3d 0000 020 L.EE.00 00 00 03 00 00 Q0 |- -O---d--vcneikocncsn- &EHC=) Exporting Data
002203C 01 00 0 b 04 00 00 00 A4 Ol |€--+8rervroomreros g .
. . [ Fil b
0024200 00 35 0Of 08/19/ 9 012219PM b 00 00 10 02 00 00 |--5--=---- Feocfeanraas |w f' —I'_'esﬁemando'ﬂ




If the running of an executable needs to be done stealthily,
the timestamps in the Prefetch file need to be modified, or

the Prefetch file needs to be deleted entirely.




The MRU values in the Registry




Modified Registry entries

Stored in ROT-13




Data files can be a problem as well.




What happens when a file is created or opened?




Created files will have a shortcut
in the Windows Recent directory.
(8 timestamps)

If it’s an Office file, there will be a
shortcut in the Office’s Recent directory.
(8 timestamps)

Creating or

opening a file

Many applications keep a list of recent
files on a menu. Data can be stored in
File has 8 the Windows Registry (NTUSER.DAT).
timestamps (Sometimes the keys have dates.)

The file’s name could appear in the
Windows Prefetch file, which monitors
the system for up to 10 seconds.

(9 timestamps)







File Edit View Tools Help
_INew |5 Open izl Save _JPrint < AddDevice A Search [ Refresh
|| ) Cases] 43 Enscript £3lFde Viewers ‘%) HashSets @ Ke¢» X [ Table| ~|Report ] Galery ) Timeine [JDisk 5 Code

& a rs
£3 Home [ Entries| ([ sookmarks A Search Hits =i3Reccd ¥ | — ] re L3 e | A
T Home| o< Fie Extents @ Permissions (TIReferences [}/ /(] 1 ) aFS BINARY
2-0] % NTRegistry ~ 0328 3 o BINARY
SO0 $5$PROTOHIV O 3| ) tDIText BINARY
B-O]ICD AppEvents
O Console

B0 Control Panel
O]\ Environment

@O Identities

B Keyboard Layout

B0 Network

@-OLJic) Prnters

SO Software
S0 Adobe

5-001E Acobat Reader Adobe Acrobat’s list of
g 1< recently opened PDFs.

oI AdobeViewer
oI AdsInReader
oI Annots
SO Avalert
#CI5) AvConversionT
B-CLII) AvGeneral
B0 Palettes
S0 RecentFies

cOD a

oI €2

HOCJI) <3

L oaEy o4 NTUSER.DAT\Software\Adobe\Acrobat Reader\7.0\AVGeneral\cRecentFiles\

Lo <5 -~ || m g
| [2] Text [idHex] .uiDoc %) Transaript [ picture Z|Report ] Console TG Detals o OUtput L] Lock L] Codepage | 0.4 » ||| 1¢ ENSCpY - rits T Fiters [i= Condbons o73 Dsplay 2] Quen b
000FF] 43 2F 44 6F 63 75 6D 65 6E 74 73 20 61 €E 64 20 53 €5 74 74 €9 6% [Ic/Documents and Sevtin . |g ¢ EnSaipt =
31333 GJ?: fsc 20 53 €5 74 74 €9 6E 67 73 2F 54 €5 €D 70 6F 72 61 ;z 4: :c ::i Stttlnantmra:;b ;w*—P o N ECNE s
DE949 EE 74 65 72 6E €5 74 20 46 €9 E€C €5 73 2F 4F 4C 4B 31 43 32 2F 41 [Incerner Files/OLK1CZ/A GHC) Data Carving and Keyword Searching
09246 4F 55 54 2E 70 64 66 00 FOUT.pd£ #HC) Data Converters

FHC) Data Grooming
) Data Parsing
EHC) Examples

G k==h Esmwrtinn Diaka

] ' C\Documents and Settings m.mrwnegswmﬂtmo.mksoﬂwnwubeuamt Reader\7.0\AVGeneral\cRecentFile...; PS 464 LS 464 CL 464 SO 036 FOO LE 1)




Granularity




NTFS stores time in 64 bit values, which gives an accuracy down to
100 nanoseconds since January 1, 1601.

Timestomp.exe and Magic Attribute only go down to the nearest second.




If the values in the attributes are examined,
timestomping will be obvious...




...unless an existing timestamp value is copied into the attribute.
(Don’t stomp it outright, copy it from another source.)







Bottom Line:




It’s damn near impossible to change all of the timestamps
associated with running an executable.

Change (or delete) enough data to avoid detection.




Want a copy?

gimmethepresentation@gmail.com
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